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This Month’s March Meetings 
 

Photo Editing Workshop 
Thursday, March 8 at 1:00 P.M. 

At FFG Library Bldg. 
 

General Meeting 

Now Tuesday, March 13 at 3:00 P.M. 
At Christ Lutheran Church FFG 

 
Plateau Photography Club 

Thursday March 15 at 1:00 P.M.  
At FFG Library Bldg. 
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The March Program at  
FFG Christ Lutheran Church 

 
Virtual Private Network   

PPCUG member, John Krueger, will present 
benefits of using Virtual Private Network - 
VPN for secure network browsing and 
communications over the public internet. 

Are you scared when your use online brows-
ing?  Have you ever been in a coffee shop or 
a hotel room and wondered what can I do on 
the Internet without divulging personal in-
formation.  In other words, be anonymous?  
If so, VPN will provide you an alternative to 
open network connections. 

He will use a video from the recent APCUG 
Tech Conference supplemented with over-
view of computer security options, how 
VPN’s work and how you should evalu-
ate/select a VPN. 

For those interested in learning more, the 
handout can be found online at the PPCUG 
web site,  It will include resource with the 
links to online video tutorials. 
 

Winter Hours  start at 3:00 P.M. (October though March) 
Summer Hours start at 6:00 P.M. (April through September) 
 
Location:  Christ Lutheran Church 

481 Snead Drive, Fairfield Glade 
 

NOTE:  Meeting Dates are now on 2nd Tuesday’s of the month  

St. Patrick’s Day 
Saturday, March 17, 2018 

mailto:www.PPCUGinc.com
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Join the Club! 
Anyone interested to attend the general meeting or any of the 
SIG meetings as a guest will be charged $3.00 per person for 
any or all meetings in that month. Afterwards, you are en-
couraged to become a member of the Plateau PC Users 
Group.  
Our Club cannot exist without you, the members.  
  
Membership Dues  

Our annual dues are now payable July 1st of each year.   
Annual dues are $24 per single person / $30 per family  
starting July 1, 2014.with partial years dues as follows: 

  
 
 

 
 
 
 
 
 
 

Student memberships (21 and under) are $10 annually.   
Corporate memberships are $30 a year for the first two  
memberships and $10  a year for each additional  
membership from the same company.   
Contact the PPCUG Treasurer (931) 707-3677  
for pro-rated dues of these types of memberships. 
 

BOARD OF DIRECTORS DISCLAIMER 
 

All members of the Plateau PC Users Group are willing to 
help one another in the area of advice and tutorial instruc-
tion over the phone.  If you should require more involved 
services or instruction, we have a few members who are 
very knowledgeable in several areas.  As a responsible  
consumer, it is up to you to discuss, before retaining a mem-
ber, any and ALL charges for repair services and time con-
suming tutorial activities. 
 
It is not the desire of this Board of Directors to set fees for 
individuals for services rendered, nor the responsibility to 
intervene between members who enter into a contract 
among themselves. 
 
The GAZETTE is published using the following:  Microsoft 
Word, Microsoft Publisher, and Microsoft Windows.  The 
Gazette is the monthly newsletter of the Plateau PC Users 
Group, Inc. 
 
DISCLAIMER:  No warranty, express or implied, is made 
by the PPCUG, the Gazette editorial staff or its contributing 
editors.  This extends to all losses incidental or consequen-
tial from the use or non-use of any information in any issue 
of the Gazette. 
 
All images used in the newsletter, website, blogs, class mate-
rials or handouts (“media”)  are obtained from a “free use” 
source, preferably images that have been released as “CCO 
Public Domain”. 

 
2017-2018 PPCUG, Inc. Board Members 

President Steve Rosenstein (931) 742-0151 

Vice-President/  
Compliance  

Jim Buxton (931) 456-6009  

Treasurer John Krueger (931) 707-3677 

Secretary Cindy West (931) 484-7306 

Past President Carl Nordeen  (931) 456-5597 

Programs Open  

Membership John Krueger (931) 707-3677 

Publicity Mary Anne Nordeen  (931) 456-5597 

Gazette Editor Gordon Botting (931) 456-2184 

APCUG Rep  Steve Rosenstein (931) 742-0151 

Equipment  
Custodian 

 Bob Willis (931) 456-6511 

Webmaster Alan Baker  (931) 788-2201 

   

Directors at Large 

Alan Baker Gordon Botting Richard Del Frate 

Barbara Duncan Bob Willis  

   

Director Emeritus 
Don Lewis  

    

 SIG Leaders   

Plateau Photography 
Club 

Jim Mansfield (931) 484-6920 

Photo Editing  
Workshop Club 

Jim Gries FGPhotowork-
shop@gmail.com 
(331) 442-9763 

 
Due Date 

Jan-Mar 
2018 

Apr-Jun 
2018 

Jul-Sep 
2018 

Annual Dues 

Oct—Dec 
2018 

Single: $12 $6 $24 $18 

Families: 
$15 $7 $30 $22 
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Up Coming Meeting for April 2018 
 

Note: Summer Hours & Location & Date 
 

The next General Meeting of the 
PLATEAU PC USERS GROUP 

Will be on Tuesday, April 10 at 6:00 P.M. 
at Christ  Lutheran Church 

481 Snead Drive FFG 
(corner of Snead & Lakeview Drive) 

 

Classes  
Please send ideas for new classes to Alan Baker.  

( ambaker@citlink.net ) 

 
Cool Tips & Sites 

 

Use Cortana's secret dictionary 

Need to look up the meaning of a word? There's no 
need to fumble for a reference book or open your 
web browser. Just learn this magic word and you can 
ask Cortana. 
 
Among Cortana's many skills is her excellent vocab-
ulary, which is powered in the background by the  
Oxford Dictionaries. 
 
If Cortana suspects you are trying to look up the 
meaning of a word, she immediately turns to the  
dictionary. So if you type (or say) What does disin-
genuous mean (with or without a question mark), 
you'll get a definition of disingenuous. Same goes  
for parsimony and hegemony and other similarly 
high-falutin' words. 
 
But you can force Cortana to look up a word (and 
save yourself some typing) just by using the right 
keyword. Click in the search box and type define  
followed by a space and the word you want. 
 
The top result should be a quick definition, which 
might be all you need. For more details, click that 
quick definition or press Enter. That opens an ex-
panded definition, and if that is not enough you can 
click to see the full definition on the web. 
 
Cortana has a sense of humor, by the way. If you 
don't believe me, just try typing define life; then 
click the resulting definition 
 

 
News of the Special Interest Groups 

 
The PPCUG sponsors several Special Interest Groups 
(SIGs) tailored to meet the varied needs of our many 
members.  Each SIG is a small group whose leader 
prepares material for presentation and encourages 
open discussion and questions.  We urge you to attend 
the SIGs and hope you will find one or more of inter-
est to you.  Ideas for additional groups are welcome, 
as are volunteers to form and lead new SIGs. 
 

Plateau Photography Clubs 
 
The Photo Editing Workshop Club is held at 1:00 PM 
at the Fairfield Glade Library Bldg. on the Second 
Thursday of each month.  Members meet to discuss & 
demonstrate various editing software programs avail-
able to enhance their photographs. The SIG leader is 
Jim Gries. at “FGPhotoworkshop@gmail.com” 
 
 
 
 
The Photography Club, a PPCUG SIG, meets the 
Third Thursday of each month at the Fairfield Glade 
Library Bldg. at 1:00PM.  Topics vary each month 
but we show and discuss member's photos each 
month.  The SIG leader is Jim Mansfield.  
 
 

The Photo Club/SIG website 
 
The Photo Club/SIG website is now up.  Access 
to it is through the PPCUG website, using the "Photo 
Club" navigation link at the top of each PPCUG 
page.  I think that this is a big improvement, and 
could not have been done without the work of  
Dallas Richards. 
 
 

 

 PPCUG Website 
 

Visit our website at www.PPCUGinc.com. The 
Learning Center class schedule and Gazette are 
all available on our web site. 
 
Send your comments and suggestions to the  
Webmaster, Alan Baker 
Webmaster@ppcuginc.com  (931) 788-2201 
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PPCUG General Meeting Minutes February 13, 2018 
 
Steve Rosenstein, President of PPCUG, welcomed members and guests asking if anyone came to meeting 
due to changing the day to Tuesday instead of Monday? 
 
With no response, he added in the summer with Mirror Lake Blast, our hope is for more attendance.  
 
The board meeting is the third Wednesday of the month 2 p.m. at the Art Circle Library, in the Board 
Room. Everyone is welcome we are always happy for input, ideas and opinions. 
 
Steve introduced Bob Willis, our own tax expert, Since 1996, he has been an AARP volunteer.  
 
“What’s New 2017 & 2018 Income Taxes”.  
 
This year congress has made some changes that went in effect January 1 2018.  
The ACA continues until the end of 2018. (Obama health)    
 
As of Friday February 9 2018, more changes, adding extensions’ to programs. Within two week’s forms 
should be available for the latest changes.   
One extension, being the one time energy efficient addition to your home.  
 
As I go along feel free to ask questions.  
 
Bob asked how many were aware of The Hall Income Tax in Tennessee.  
 
The Hall income tax imposed only on individuals and other entities receiving interest from bonds and 
notes and dividends from stock.  
 
The highlights of his program are on our website, www.PPCUGinc.com and listed in “Meeting Handouts” 
2018 Federal Tax Changes, open handout for a PDF copy of the program. 
 
Next General Meeting Tuesday, March 13, 3:00 P.M.  
 
Submitted by, 
 
Cindy West 
 
Secretary 
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Wi-Fi - 2.4 or 5GHz 
 

By Carol Picard, Editor / Webmaster, Midland Computer Club, Michigan  
September 2017 issue of Bits and Bytes 
capmidmi (at) yahoo.com 
mcc.apcug.org 
 
I normally have acceptable network speeds throughout my house but one day, while downloading file to desk-
top computer, which has a PCI wireless network card, was only getting 3 Mbps download speed. This is my 
primary computer and is also located in a room farthest from where the router is located. My ISP is Charter 
Spectrum and highest download speed should be around 60Mbps. 
  
Since slow speeds have happened before, I decided to take the time to see if there was anything I could do to 
improve the speed on the desktop computer. Running an Ethernet cable is an option but I was looking for  
solution that would work for multiple devices, e.g., tablets, laptop computers, etc.  
  
Using my laptop computer, I ran a speed test in several locations within the house. The speed test on the laptop 
computer in the same room as the Netgear R7000 router showed 60Mbps download speed. About 10 feet from 
router I was getting 30Mbps. At 20 feet from router it was 15Mbps but at the farthest distance (within the 
house) from the router it was 5Mbps. Speed tests normally fluctuate so I thought it was a good idea to run tests 
on different days and at different times of the day to get an average.  
  
The router was dual band, capable of both 2.4GHz and 5GHz but had never used 5GHz.   
  
I was surprised to discover that the PCI network card in seven-year-old desktop computer was dual band. I was 
concerned about the distance/obstructions between the computer and router. Several factors affect speed, other 
than distance, e.g., number and composition of walls, appliances, wiring, etc., and I had read that 5GHz had a 
shorter transmission distance than 2.4GHz.  
  
After enabling the 5GHz band on the router, I ran more speed tests and was getting similar, high speeds on the 
laptop in the room where the router is located and on the  desktop computer at the opposite end of house.   
  
To check whether your computer is connecting at 2.4GHz or 5GHz, in Windows 10  

 open Settings 

 click Network & Internet Settings 

 click Wi-Fi 

 click Hardware Properties 

 check information for Network band.  
  
The Netgear R7000 router has a Smart Connect setting. The description of that setting indicates if SSID and 
network key are the same for both the 2.4GHz and 5GHz bands;  the router would determine the best band for 
the connected devices. On the R7000, Smart Connect only applies to the main network. The Guest Network on 
the router has two bands (2.4GHz and 5GHz) but each band should have a unique SSID.  
  
I configured SSID and network key on the router to enable Smart Connect. On the laptop, it successfully con-
nected to the correct band, but using Smart Connect totally messed up the Internet connection on the desktop 
computer. I had difficulty connecting to the network and after connecting it either didn’t get an internet con-
nection or got it for a short time and then dropped it. Resetting IP and flushing DNS on desktop computer  
didn’t resolve problem. Neither did changing DNS servers. So, I reconfigured router to not use Smart Connect.  
  

(Continued on page 6) 
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On the desktop computer, I ran various speed tests (beta.speedtest.net): 

 5GHz band and results showed Download = 67.67 Mbps; Upload = 5.71 Mbps.  

 2.4GHz band results showed Download = 35.91Mbps; Upload = 5.71 Mbps.  
 
I also tested using Charter Spectrum speed test.  

 5GHz band results showed Download = 66.40 Mbps; Upload = 5.75 Mbps.  

 2.4GHz band results showed Download = 39.42Mbps; Upload = 5.97 Mbps.  
 
Upload speeds are almost always considerably slower than download.  
  
Normally, when working on a specific problem, I find one or two more problems but this time, while working 
on a solution for the Internet speed problem at home, I discovered a solution to another problem. We recently 
changed the location for our Club meetings and when attempting to connect to the Internet at the new loca-
tion, several members did not see the wireless connection on their devices when viewing available networks 
and were unable to connect to the internet. 
  
While testing different devices at home, e.g., laptop computers and tablets, I noticed that some of the devices 
were not showing the 5GHz SSID. I checked specifications for those devices and found the internal network 
card only had single band, 2.4GHz capability. A device that only has 2.4GHz network card, cannot see a net-
work broadcasting at 5GHz. To further test this, purchased a Netgear AC1200 Wi-Fi USB Dual Band Adapt-
er. Using the AC1200 adapter I could bypass the internal 2.4GHz network card and connect to the router’s 
5GHz band. I further tested this at last month’s computer club meeting and was able to connect to 5GHz at  
the meeting location.  
  
There are different ways to determine if a network card/adapter is capable of dual band.  
  
Under Device Manager, Network Adapters, description may indicate whether it is dual band.  

  
In Windows 10 

 open Settings 

 click Network & Internet  

 click Status 

 click View your network properties 

 scroll down to Wireless Network Connection 
  

You can also try an Internet search for the model number of your device; specifications may show infor-
mation  
  
Security reminder: If you own your own router make sure you have changed the password for logging into the 
router (this is not the same as the SSID password for connecting devices to the network/internet). Also check 
for and install router firmware updates, especially security updates.  
  
 

(Continued from page 5) 
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Smart TVs 
 

From Dan’s Desk 
Dan Douglas, President, Space Coast PCUG, Florida 
November 2017 issue, Space Coast PC Journal 
www.spcug.com 
datadan (at) msn.com 
 
If you haven’t shopped for a new TV in the last few years, you are in for an education. There are now as many 
acronyms that you come across when selecting a TV as there is in buying a PC. The last TV I bought was a 
‘SMART’ High Definition TV (HDTV) with 3D in the middle of 2012. At that time, you had a choice of a 
HDTV set with or without the 3D option and the choice of many sets that weren’t ‘SMART’ or many that were 
‘SMART’. The ‘SMART’ that I’m referring to is the ability to stream content from sources such as Netflix, 
Amazon Video, Hulu, Vudu, etc. directly from the TV without the use of an external streaming device such as a 
Blu-Ray player, Amazon Fire, Apple TV, or Roku to name just a few of the most commonly found. 1080P was 
the best resolution available and sets bigger than 55” usually had a big price jump. 
 
Now the easy part: when we jump ahead 5 years to 2017, we now find a mixture of both HDTV/2K 1920x1080 
TVs and Ultra High Definition (UHD)/4K 3840x2160 TVs. There was a large price difference between the two 
types until this summer when the number of UHD sets has taken over from the number of HDTVs. Almost  
every set made is a ‘SMART’ one featuring an extensive collection of a mixture of both traditional (Netflix,  
Hulu, etc.) sources and non-traditional ‘channels’ (specialty channels like those available through Roku). Many 
TVs can be priced a little cheaper by not including an antenna tuner, recognizing the fact that the typical user 
uses an external box(es) for watching the programs of choice. Those are referred to as ‘Displays’ rather that a 
‘TV’ which implies a tuner with network channel selection capability. Watch out if you want to install an  
antenna later and find there is no place to plug it into. 
 
When we dive down deeper to the specifications, we find the harder parts to understand: High Dynamic Range 
or HDR is really where UHD sets shine on those that offer this feature – delivering a picture that is much closer 
to real life than was ever possible with a HDTV. HDR greatly increases the contrast range between white and 
black so that the image is more natural in its brightness and highlights. Coupled with HDR is a larger palette of 
colors that can be displayed – a HDTV can display about 17 million colors, whereas an UHD set, with an en-
hanced wide color gamut (WCG) can display over a billion! Most UHD sets will also up-convert 2K material to 
near 4K resolution. 
 
As far as 4K material goes, there are many 4K sources now available. Netflix (for a small premium) offers a 
selection of many 4K shows/movies, as well as all Netflix original shows are shot in 4K now. Amazon Video 
also has a large selection of movies to rent/buy in 4K as does Fandango. My personal favorite is Walmart 
owned Vudu. Vudu offers a digital copy for life of almost every DVD or Blu-ray that you purchase. All new 
movies are also available to rent or purchase in 4K format, with older titles being added constantly.  
 
Both satellite providers Direct TV and Dish offer a variety of 4K channels and rentals. Apple has just an-
nounced the new Apple TV box with 4K/HDR support with a large selection of material available on iTunes. 
YouTube also features many 4K/HDR videos and movie trailers. My personal favorite 4K source though, is a 
UHD Blu-ray player. Nothing outside of a movie theater can compare to the sight and sound of playing a 
4K disc or streaming 4K content from Netflix or Vudu through a receiver with a Dolby Atmos 5.1.4 speaker 
setup in your own house. If anything in that last sentence is unknown to you, wait until next month when I’ll 
discuss the sound aspects of UHD and the implications of HDCP 2.2 and HDMI 2.1! 
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Upgrade your router 
 

By Michael Shalkey, Co-leader, Q&A Sessions, Channel Islands PCUG, CA 
www.cipcug.org 
jweighle (at) vcnet.com 
 
What is a router?   
When you purchase Internet access from a provider (the phone company or cable company) they normally pro-
vide a modem (a combined device for modulation and demodulation of the analog signal of a telephone line or 
coax cable and your computer) but that was only providing internet to one device in your house.  

 
A router is basically a very small computer that takes that one internet signal and shares it with up to 256 devices.  
 
These days, your provider may even provide a combination device that does both, a modem/router that translates 
the signal (modulate and demodulate) as well as acts as a router – even sometimes a wireless router. 
 
Here is the problem:  Internet providers are notoriously cheap and will provide you the cheapest hardware to do 
the job. This means from the time it left the factory it will remain unchanged for years.  Can you imagine what 
your computer would look like if it never was updated from the day it was first turned on yet accessed the internet 
every day?  It would have been taken over by bad guys and even used to attack other people within the first week 
– perhaps the first hours. 
 
Why don’t internet providers update their own equipment?  Money. It would take time and money to change 
things for their customers – and even if they found an easy and quick way to do it, the cost of handling the sup-
port phone calls if things were even slightly different afterwards would stop companies from changing anything. 
Why YOU should update your equipment’s software? 
 
It has been recently reported that many hardware manufacturers have put in “back doors” to their equipment that 
don’t require a username and password to connect and change settings on their hardware. Criminals have also 
found these back doors and can use them to see all the computers on your network and every internet search – 
including your usernames and passwords to banks, emails, and other sensitive sites. Also hackers know very well 
the default usernames and passwords for commercial routers so that even without a back door, they can access 
many routers. 
 
First step If you do nothing else, first change the default username and password of your router. To access your 
router, first you must know it’s address. From a command prompt (Windows key + R to open a Run window, 
type cmd and click OK) 
 
 
 
 
 
 
 

(Continued on page 9) 
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type ipconfig and then the Enter key 
 
What you will end up with is a bunch of numbers you will need to continue to the next step.  
 

 
 
The Default Gateway is the “address” of your router. 
 
The next step is to open the browser of your choice and in the address bar type the Default Gateway address. No 
www, but just the numbers as they appear. You should now be asked for your User Name and Password to view 
and change settings in this router. This is one of the main reasons to do all this work:  the default usernames and 
passwords are known to all technicians and hackers around the world. If you want to know the username and 
password for yours, just Google the answer by putting in your model number (“Linksys WRT54G v3 default 
username password”) and you will find most are user name of admin and password of admin.  
 

 
 
The first thing you should do for safety is change that. You can use any username and password you want but I 
recommend put a sticker or post-it note on the router itself with the username and password.  
 
 
 
 
 
 

(Continued from page 8) 
 

(Continued on page 10) 
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On this router that is done on the Administration tab and the Management screen. It doesn’t allow you to change 
the username, but you CAN change the password. Again, be sure to write it down. 
 
The next thing most people want to do is change the wireless network name (SSID Service Set Identifier) and 
password. 
 
On this router that is found on the Wireless tab. In this example I have already changed my SSID to the name 
BlueBox. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
On the Wireless Security tab you can change the password for the wireless by clicking on the Wireless Security 
tab. You can choose any password you like, but again, write it down. 
 
One last thing you should always change is remote administration.  
On this router it is on the same screen as the one for changing to password.  
 

 
 
If you really understand what these words mean, you’ll understand why you want it disabled. Remote manage-
ment means you don’t have to be on your local network – in your house – in order to manage this router and 
change settings. I can’t imagine a scenario where I would want to change settings in my router when I am not at 
home. I certainly can’t imagine a scenario where I would want someone else to change settings in my router. I 
would HIGHLY recommend that this be set to Disable. 
 

(Continued from page 9) 
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Introduction to Personal Digital Security and Privacy 
 

Presented by Robert Hurlbut 
Meeting review by John Kinkopf, Member, Danbury Area Computer Society, CT 
www.dacs.org 
dacseditor (at) dacs.org 
 
Our guest speaker at the August general meeting was Robert Hurlbut, an independent software security con-
sultant and co-host of the Application Security Podcast. Robert delivered an excellent talk that covered many 
aspects of the wide field of software security. An expert in the field, he managed to provide lots of useful  
information without becoming too technical. 
 
Asked from the audience which anti-virus software he uses, Robert answered rather provocatively: none! Most 
in the computer security field don’t use an anti-virus software . . . . though he keeps Microsoft’s Windows  
Defender on, included with Windows 10. Why? He explained that those in the security field live in a secure 
way, while anti-virus software usurps elevated privilege of one’s system, more than any other application. We 
don’t know if anti-viruses have faults in their code or security issues. And the majority of attacks these days are 
not the viruses of old, but things like ransomware that anti-viruses can’t find, no way. 
 
Updating Windows is essential to combat ransomware, and using Windows 10 over Windows 7 is his recom-
mendation; definitely don’t use Windows XP or earlier versions. Where a couple years ago there were 100,000 
new virus patterns per year coming out; now it’s 200,000 per DAY with which anti-viruses can’t keep up. 
Thus, restrict your machine from executing things without your permission, meaning beware of clicking on 
things, and don’t surf the internet as administrator, but rather in a user account. He also mentioned that there 
have been recent [but disputed] allegations against Russia-based anti-virus Kaspersky Labs.  
 
Our connected world is a tracked world. Many TVs, home devices, and Echo or Home personal assistants  
listen to you. Many smart devices are security openings. Stores you enter may try to hook up with your phone’s 
wi-fi to find out things about you. Credit card purchases leave footprints. [Yahoo scans my Trenton Computer 
Festival emails to pitch me “Meet Trenton Singles” ads. They guess and list my email recipient’s phone  
number (“No, an out-of-state friend’s church”), and “related contacts” as I compose.] 
 
Private photos that iPhones backed up to the iCloud were obtained by fooling celebrity victims into divulging 
passwords with phishing emails. [Websites derive revenue from letting Facebook, Twitter, and marketing  
analysts observe which can be blocked by the NoScript extension for Firefox.]  
 
Showing an RFID shield, Robert told how his Fitbit activity tracker began flashing numbers and making 
strange noises at the DEF CON hacker convention. Though visitors are warned to turn off any Bluetooth  
device at hacker conventions, a Fitbit’s listen remains on. He’s refraining from connecting it to anything until 
he can test it for tampering on a laptop he can wipe. 
 
Get rid of many routers known to have vulnerabilities. Buy your own wi-fi equipment, using your own router 
over those an ISP provides, so you’re managing your wi-fi instead of them. Use WPA 2 for your home wi-fi 
encryption; DON’T use WEP. 
 
Virtual Private Networks (VPN) 
To provide a secure channel to network servers over the internet, companies commonly use Virtual Private 
Networks for off-site workers. Phones can also be connected by VPN. Free personal VPNs offer privacy, not 
anonymity — you pay by providing info of your use that may be sold. Robert advises, nothing is free; don’t 
use a free VPN. Use VPNs when you can, and only reputable pay VPNs [$60-$120/yr]. [Websites rate VPNs.] 

(Continued on page 12) 
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Robert subscribes to F-secure Freedome; it logs attempts stopped to track you and how much transmitted data 
was protected; they’ve been a reputable provider for 25 years. PIA is a VPN recommended by publications as 
doing minimal logging of the user’s IP address and usage. For banking Robert answered that he would use a 
VPN, but they raise banks’ suspicions of your authenticity. Asked about using a VPN to bypass media play  
geo-restrictions, Robert followed up by email that he once used ExpressVPN, and gave these references:  
 
  
https://thevpn.guru/how-bypass-geo-restrictions-location-errors/ 
 
https://www.bestvpn.com/best-bbc-iplayer-vpn/ 
 
Audience members pointed out that governments may require VPNs to provide their logfiles of users. A VPN 
user in the audience shared that PIA’s encryption processing made his battery life prohibitively short, in his ex-
perience. OpenVPN is open source; keep its patches up-to-date. OpenVPN how to: https://openvpn.net/
index.php/opensource/documentation/howto.html 
 
Browsers > Tor > Tails 
 
Unfortunately, browsers track you. While Apple is good at security, their Safari browser lags; but, at least it  
excludes Flash, notorious for having security and reliability issues. [July News Flash: Adobe will pull the Flash 
plug-in in 2020.] Search engine DuckDuckGo.com   claims not to track you . . .  they say. URLs beginning with 
https provide improved communication security over http sites.  
 
By relaying online communication through multiple nodes on its volunteer network around the world, free 
download Tor (The Onion Router) anonymizes a web surfer’s identity and point of origin. Once the route for 
each use is established, one surfs the internet via Tor’s modified Firefox browser – during which all other 
browsers must be closed for Tor’s anonymity to be effective. Downsides are that while preserving your web 
anonymity on your end, many websites recognize Tor exit nodes, and place restrictions. For example, Wikipe-
dia restricts edits made through Tor; BBC blocks its use to access iPlayer. And Tor’s practicality is limited by 
slowed browsing from bouncing communications around multiple anonymizing nodes in world locations of  
varying internet speeds. Only download Tor from the Tor Project website: https://www.torproject.org 
 
Tor is used to access Tor sites on the dark web which Edge, Google, and Chrome won’t. Because it’s possible 
that data may still unmask you, the next step is to use Tor in Tails.  
 
Tails (The Amnesic Incognito Live System) is a live operating system the user boots from a USB drive or DVD 
for the purpose of having no connection to anything on the PC, say a library PC, just the network. When your 
session is finished no data is saved, everything is anonymous, and traces are not left when you disconnect. But 
associating with, for example, your email or Facebook would give you away, of course. As using your home 
computer would identify you to your ISP. It’s better to get a dedicated laptop with completely separate email 
and other accounts that you never use in ways to identify you. The Tails website: https://tails.boum.org 
 
Passwords 
 
Early August News Flash: Robert Burr, responsible for the 2003 recommendation that secure passwords include 
upper and lower-case letters, and symbols that render remembering passwords difficult, made the media rounds 
rescinding the suggestion, or “|\|3\/€R  /V\1|\|D.” His, and Robert’s current thinking is to use long passphrases – 
passwords composed of words strung together into a nonsense phrase you can remember. [For example, “A wet 
duck only flies at midnight,” “The blue sun melts the wet snow” – from TV’s “Get Smart”] 
 

(Continued from page 11) 
 

(Continued on page 13) 
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The “Have I Been Pwned?” website is a free service to which one submits their email address. The site, main-
tained by Australian Troy Hunt, will reply if the account is found among the millions breached, along with 
when, what, and where it was found, say perhaps in Pastebin, where a lot of stuff happens. You may also sign 
up for its Notify Me service, to be notified in the event future account compromises are found, for which Pwned 
needs to save your email. Robert has met Troy; the site gets some financial support but he does this mainly as a 
labor of love. Website: https://haveibeenpwned.com 
 
A Password Manager (software) helps you manage your passwords with one master password that should be 
chosen to be especially difficult to crack. Password Managers can also manage security questions. Security 
question answers you choose need not be truthful, and should not be obvious. The password manager Robert 
uses is Blur, often recommended in books, which also can create virtual credit cards for you. Blur hasn’t shown 
up in any breaches or other problems, while 1Password and LastPass have had reported security fallibility.  
 
Two-factor authentication (2FA) 
 
An example: Upon entering my account password, YouTube requires that I submit a code sent to my email (or 
phone). Robert likes it; I feel my YouTube account is more secure. But he thinks that it’s crazy to give oft-
hacked Yahoo his phone number. The website TwoFactorAuth.org lists whether or not websites support the  
additional security of 2FA. 
 
Email 
 
All emails are wide open. [Like my ballot at the Putnam County polling place!] They are transmitted from  
server to server, where hackers can view them along the hops. Even if you delete an email, the email services 
have made copies for sending redundancy. Be wary of clicking on email links and attachments. For privacy 
consider premium email services based outside the U.S. that encrypt. OpenPGP.org can be tried for encryption. 
A member of the audience reported using it in Gmail. The cable email accounts are worse regarding sharing 
your email information. Don’t ever send forms with your social security number via email. [Send word docu-
ments only as PDF files, for with Word file hidden histories a recipient could work back all your revisions, 
back to the resume I started writing this review over!]  
 
Credit Cards 
 
Robert said your health care records are worth even more to criminals. Check your credit report annually, at the 
beginning of the year. A few months later check Experian and Transunion for whether anyone is opening an 
account in your name. Robert found someone had opened an account under a previous address. One can down-
load them or receive them by regular mail, but don’t have the reports sent by email. Consider putting fraud alert 
and credit freezes on your credit card. 
 
Beware of credit card skimming. July News Flash: wafer-thin “insert skimmers” stealing bank card information 
at ATMs are proliferating. August News Flash: tiny gas pump skimmers transmitting credit card information, as 
Robert mentioned, are featured on TV news. Robert mentioned that credit cards with chips are partially better, 
but not as good as in Europe, where a PIN is required, too. At locations credit card skimmers target, it’s better 
to use a prepaid card or Apple Pay. But Apple Pay’s one-time token uses near field communication (one need-
n’t contact, but be in proximity) and there are devices the hacker can use to connect and obtain information. 
 
Iconic hacker Kevin Mitnick advises having someone else buy your debit cards so video cameras don’t record 
that it’s your purchase. NSA whistleblower Edward Snowden did this, along with using Tails.  

(Continued from page 12) 
 

(Continued on page 14) 



Gazette  March 2018     www.PPCUGinc.com                                                    Page 14 

Mobile Security 
 
Update to the latest operating system version and patches. [Ha! Google no longer supports Android versions  
predating 4.4.] For iOS definitely get the latest version, 10.3.3, which patches a chip vulnerability that was  
exploited at the Black Hat hacker conference. Passwords or passcodes protect your device. Adjust your permis-
sions per app to, “No, no, no, no.” Robert keeps his Uber car service location permission set to Never, except for 
the few minutes he needs to switch the permission to Always to use the app. Robert answered how to, for an  
Android phone, go to Application Manager, click on the app, and it should show you the permissions, at least 
since the 6.0.0 Marshmallow release. Anything version 5 or below, you couldn’t do this. For Android, you  
definitely want an anti-virus. Sync, back-up your data, and install a phone finder app. It is very important to turn 
off wi-fi and Bluetooth when you’re not home or not around trusted endpoints, which is nearly everywhere. 
Turn them off when they are not needed. 
 
Pineapple is a popular device at the hacker conferences. If your phone has ever been connected by wi-fi it  
retains that information, and connects when in range to any of them when its wi-fi is on. The Pineapple connects 
to your phone, without your knowing, by pretending to be one of its former wi-fi connections. 
 
The most secure mobile phones are the basic flip phones, turned off [in an RFID shield]. Tether your mobile 
phone to a hotspot in lieu of wi-fi or Bluetooth. Law enforcement uses fake cellular towers to spy. [August 
News Flash: Android messaging apps were found carrying SonicSpy trojanware to spy on audio, take control of 
phone cameras, and nearly all of a phone’s functions.] 
 
Security News Sources 
 
Robert said that he keeps current by following several security news sites on Twitter. KrebsOnSecurity.com is 
an oft-referenced website, widely sourced when it detailed how customer accounts were hacked though Target’s 
air-conditioner computers. [One can subscribe to his email newsletter.] Robert has Google searches set up to 
feed emails when certain terms come up such as router or VPN. One audience member subscribes to Wire’s 
news feed, another visits https://www.social-engineer.org . 
 
Books Robert Recommends 
 
The Complete Privacy and Security Desk Reference: Volume 1: Digital – Michael Bazzell and Justin Carroll 
Hiding from the Internet: Eliminating Personal Online Information – Michael Bazzell 
Personal Digital Security: Protecting Yourself from Online Crime – Michael Bazzell 
The Art of Invisibility – Kevin Mitnick 
How to Be Safe in the Age of Big Brother and Big Data – Kevin Mitnick 
 
 

(Continued from page 13) 
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PLATEAU PC USERS GROUP, Inc. 

APPLICATION FOR MEMBERSHIP 

  
           ___ New Member        ____ Renewing Member 
  

  

Return this application, with check for annual dues payable to "PLATEAU PC USERS GROUP." Return to the club 
Treasurer during our meeting or mail to PPCUG Treasurer. P.O. Box 3787, Crossville, TN 38557. Our annual dues are 
now payable on July 1st of each year.  Annual dues are $24 per single person / $30 per family starting 7/1/2014 with 
partial years’ dues as follows: 
 

 

 

Due Date Jan Mar 2018 Apr—Jun 2018 
Jul—Sep 2018 
Annual Dues 

Oct—Dec 2018 

Single: $12 $6 $24 $18 

Families: $15 $7 $30 $22 

  

    

Date: ______________           Amount Paid: $ ____ :.00,  by Cash ___ , or    Check ( #_____________ ) 
                                                

    _____________________________________________  ________________________________   _____________________________________ 

          Last Name         First Name Family Members (if family membership) 

_______________________________________________________________________ 

           Address:  

____________________________          _____ _____________ _________________________ 

    City                        State     Zip Code Phone Number 

 
E-Mail address:  ——————————————————————- 
 

 
I have belonged to a Computer Club before. Yes    _____    No _____ _ 
 
l have used PCs since (year):   __________     
 
I have knowledge in the following areas that I would be willing to share with club members:  
 
______________________________________________________________________________ 
 
______________________________________________________________________________ 
 
______________________________________________________________________________ 
 
 
Jan 2018 
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April 2018 

Sun Mon Tue Wed Thu Fri Sat 

1 2 3 4 5 6 7 

8 9 10 6:00 .M. 

General Mtg.  
Presentation. 
Followed By 
Q&A Session 

11 121:00 P.M. 

Photo Editing 
Workshop 
Club Mtg. 

  

13 14 

15 16 17 18 2:00 P.M. 

PPCUG Board 
Mtg. 

191:00 P.M. 

Plateau Pho-
tography Club 
Mtg. 

20 21 

22 23 24 25 26 27 28 

29 30      


